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1) Cyber-Physical Systems (CPS) 
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A Cyber-Physical System  

http://commons.wikimedia.org/wiki/File:Traffic_seen_from_top_of_Arc_de_Triomphe.JPG http://commons.wikimedia.org/wiki/File:Traffic_seen_from_top_of_Arc_de_Triomphe.JPG 
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http://commons.wikimedia.org/wiki/File:Bundesarchiv_Bild_183-H0605-0007-001,_Rostock,_Ernst-Th
%C3%A4lmann-Platz,_Parkplatz,_Marienkirche.jpg#mediaviewer/File:Bundesarchiv_Bild_183-
H0605-0007-001,_Rostock,_Ernst-Th%C3%A4lmann-Platz,_Parkplatz,_Marienkirche.jpg 
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•  Just search on YouTube for Kiva Systems 
•  https://www.youtube.com/watch?v=8gy5tYVR-28 
•  https://www.youtube.com/watch?v=6KRjuuEVEZs  
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Kiva Bots for Logistics 
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•  „Standard“ Computing maps the real world into the computer 
and computes about it by simulation 

„Standard“ Computing 

Virtual World 
Real World 

System 
Miniaturized  
Real world represent 

computing 
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•  The computer is integrated into the real-life object 

Embedded System 

Virtual World Real World 
System 

ES 

ES 

ES 
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•  Dual reality 
•  Control of space and time of all things 
 

Cyber-Physical System (CPS) 

Virtual World 
Real World 

System 

Miniaturized  
Real world 

represent 

control 

ES 
ES 

ES 

ES 

ES 
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Real World 

•  The Internet of Things consists of systems of Cyber-Physical 
Systems 

•  Potential for a 4th industrial revolution (Industrie-4.0) 

CPS and the 4th Industrial Revolution 

Virtual World 

Real World 
System 

Miniaturized  
Real world represent 

control 

Real World 
System 

represent 

control Miniaturized  
Real world 
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•  Cyber-physical systems are the first step in the internet of 
things 

Trend CPS 

Embedded 
systems Computing CPS 

Human-CPS 
(Resubic  
Systems) 

Internet of things  

10**9 chips 10**10 chips 10**13 chips 

Systems 
of  

CPS 



2. Two Basic Forms of CPS 

• World Databases 
• Cloud Robots 
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World Database Systems are Monitoring CPS (Analysis, 
Simulation and Prediction) 

Measure/Collect	

Analyze	Decide	

Act	

Sensors	

cyber	
physical	

Simula8on	

Raw	Data	

Goal	
Present	
state	

Objec8ve	
World	
Model	

Cloud	

Real	World	

Discrete	and		
con8nuous	models	
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•  Realtime data from the city‘s traffic 
•  http://www.vamosportal.de/ 
•  http://wwwpub.zih.tu-dresden.de/~vamos/flyer/

vamos_web.pdf 
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Ex.: The VAMOS Traffic Management System 
(Verkehrsleitsystem) Dresden 

Dresden optimal.

Fakultät Verkehrswissenschaften “Friedrich List”
Institut für Verkehrstelematik
Professur für Verkehrsleitsysteme und -prozessautomatisierung

übertragung wird sowohl über Kupfer- und
Lichtwellenleitungen als auch Funkverbin-
dungen realisiert. Alle Daten werden in
Datenbanken gespeichert, organisiert und
verwaltet. Zahlreiche Dienste leisten im
Hintergrund die

Dazu zählen u. a. die Verkehrsla-
geermittlung, die Datenfusion, Aggrega-
tionsschritte, Ganglinienerstellungen und
Prognosen.

Grundlage der Verkehrsbeeinflussungs-
maßnahmen in VAMOS ist das Wissen
über die Verkehrslage im Straßennetz.
Durch werden Messwerte
aus dem Verkehrsfluss erfasst.
Die gewonnenen Daten werden an die
VAMOS-Zentrale übertragen und dort

Besonderes Augenmerk
liegt dabei auf Verkehrsströmen mit sehr
niedriger Geschwindigkeit (Stau) bzw.
sehr hohem Aufkommen (Dichter
Verkehr). Nun wird geschaut, wie man
diesen Behinderungen durch Verkehrs-
beeinflussungsmaßnahmen begegnen
kann. Mittel zum Zweck sind die reine

als auch die
bei der den

Autofahrern konkrete Vorschläge zu
s i tua t ionsangepass tem Hande ln
vermittelt oder sogar einzuhaltende
Vorgaben gemacht werden. In einigen
Situationen ist eine einfache Stauwarnung
zielführend. Es kann aber auch erforder-
lich sein, ganze Verkehrsströme über
Alternativrouten zu leiten. Die Werbung
für den Umweltverbund von Bus und Bahn
ist immer eine begleitende Maßnahme,
um das Verkehrsaufkommen auf den
Straßen so gering wie möglich zu halten.

komplexe Datenaufbe-
reitung.

Wirkungsweise

Detektoren

ausgewertet.

Verkehrslageinformation
Verkehrssteuerung,

Dresdner Operatives
Straßenverkehrsmanagementsystem VAMOS

Landeshauptstadt

Dresden

Zentrale

Entwicklung

-prozessautomatisierung an der TU
Dresden bestehen Demonstrationsmög-
lichkeiten und es können die neuesten
Entwicklungen präsentiert werden.

von den Autobah-
nen und aus dem Dresdner Stadtstraßen-
netz sind in VAMOS integriert. Die
Fahrzeuge der Dresdner Taxigenossen-
schaft fungieren als

Zusätzlich liegen
visuelle Verkehrslageinformationen durch

vor. Daten des
öffentlichen Nahverkehrs und Wetterinfor-
mationen runden das Bild ab. Die Daten-

Technische
Daten

Über 1000 Detektoren

mobile automati-
sche Staumelder.

Live-Kamera-Systeme

Ziele & Funktionalität

VAMOS,

zentrale Komponente des Dres-
dner Operativen Straßenverkehrsma-
nagementsystems.

Gesamtverkehrsla-
gebild

das Verkehrs-Analyse-, -Man-
agement- und -Optimierungs-System, ist
DIE

Hier erfolgt die Erfassung, Auswertung
und Zusammen- führung einer Vielzahl
von Daten und Informationen zum
Verkehrsgeschehen im Ballungs-
raum Dresden.

Für komplexe Verkehrstelematik-
Lösungen, wie z. B. Verkehrsinforma-
tionstafeln und die
vollautomatische
verkehrslageabhän-
gige Ausweisung von
Umleitungsrouten durch das
Dynamische Wegweisungssys-
tem, wird ein

mit Informationen über
Staus, Sperrungen und andere aktuelle
Behinderungen im Straßennetz bereitge-
stellt.

Standorte

VAMOS-Hauptstandorte
Zentrale Verknüpfungspunkte im System
sind die im
Dresdner Straßen- und Tiefbauamt auf
der Lohrmannstraße und im POT-
Gebäude der Technischen Universität
Dresden auf dem Hauptcampus. Die
Benutzeroberflächen zur Überwachung
des vollautomatischen Betriebs befinden
sich im Straßen- und Tiefbauamt. Am
Lehrstuhl für Verkehrsleitsysteme und

11/2014

!



2.1.1 Important World Models of 
World Databases 
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•  Where is my thing in space? 
–  Model of Physical Environment required 
–  spatial, real-timed 
–  magnetic, heat, humidity, user-defined 

Physical Location of Thing in Environment 

Areas	of	Mackay	City	
hEp://www.mackay.qld.gov.au	

3D	office	model	
hEp://www.turbosquid.com	

CPS 
Need  

Real-time 
World Models 
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•  How does it move in space? 
–  Continuous modeling languages (Modelica) 

Physical Dynamics (Movement) of Thing 

Surface	

Weather	

forces	

heat	
rain	

complex	interplay	of	
- surface	props	
- weather:	wind,	rain,	heat	

Layers	

Air	

CPS 
Need  

Dynamics 
Models 
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•  How much energy is left for its tasks? 

Energy Consumption of Thing 

Surface	

harves+ng	

Layers	

CPS 
Need  

Energy 
Models 
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•  Which contexts has my system of things? 
–  Role-based modeling 
–  Context-aware models 

Current Physical Composition of a Thing 

M1	

M2	
M3	

CPS3	

CPS2	

CPS1	

Query Interface 

Query 
Inter-
face 

CPS 
Need  

Context 
Models 



2.2. What is a Cloud Robot? 
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Cloud Robots are Controlling CPS 

Measure/Collect	

Analyze	Decide	

Act	

Sensors	Actuators	

Simula8on	

Parameters	 Raw	Data	

Goal	
Present	
state	

Objec8ve	

Discrete	and		
con8nuous	models	
	

Cloud	 World	
Model	

Real	World	

cyber	
physical	
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•  How can I control a cloud robot move in space? 

Physical Dynamics (Movement) of Cloud Robot  

Surface	

Weather	

forces	

heat	
rain	

Layers	

Air	

Cloud Robots 
Need  

World Models 
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•  https://www.youtube.com/watch?v=8gy5tYVR-28 
•  https://www.youtube.com/watch?v=6KRjuuEVEZs  
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Ex. World Model of Kiva Robots 
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Real-time data (smart city, smart factory smart home) 
•  10000 things in the world model 

–  with 50 sensors 

•  500 000 sensors in the world model 
–  1kB message, 50Hz per second (50kB/sec) 

•  50 000MB/sec (50 GB/sec) 
 
Historical data 
•  3TB/min   „who drove more than 50km on a street?“ 
•  180TB/hr   „which street has a starting jam?“ 
•  4PB/day     „in which part of town should Ozone shrink tomorrow?“ 
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Data Flood in a Smart Space: A Simple Calculation 
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•  Relational data is flat – what to do with 5PByte? 

•  Help: Hierarchically structured world model with things 
•  We need tree-shaped data models allowing for abstraction 

(such as XML) 
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Relational Data Model is too Slow 



3. Experiments with Cloud Robots 
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Made by  
•    Paris, Frankreich 

  
[http://www.aldebaran-robotics.com/] 

Application fields 
•  Teaching (Robot programming) 
•  Research 

–  Robotics, AI 
–  RoboCup 
–  Software Engineering 

 
Price 
•  9.000 – 12.000 € 

A Cloud Robot uses a Standard Robotic Platform 
Hello, I‘m NAO 

Slide 26 
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Nao Fact Sheet 

Microfone 
Speakers 

Sonar Cameras 

Infrared 

Tactile sensors 

Slide 27 

Length: 58cm 
 

Weight: 5kg 
 

Hardware: 
•  x86 AMD 

GEODE 
500MHz 

•  256MB RAM 
•  21 motors 
•  Battery 

55Wh  
 

OS: 
Embedded 
Linux 32bit  

WLAN 
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Turtle Bot 
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50kHz Sensor data rate 
 
http://wiki.ros.org/Robots/TurtleBot   
http://www.turtlebot.com 

Kinect 

Netbook 

Roomla Kobuki 
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ResUbic Lab:  
NAO Web Service Architecture 

Cloud 

http://code.google.com/p/naoservice/ 
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ResUbic Lab:  
NAO Web Service and Communication Framework 

30 

Runs on Nao 

NaoQi (C++) 

Python Bridge for NaoQi (Python) 

Nao Web Service (Python, reflective) 

Nao Utility Classes (Java) 

Client (Java, NAOText) 

HTTP 

Java Nao Web Service Proxies  (Java) Generated 

Runs in 
Cloud 

https://github.com/max-leuthaeuser/naoservice 
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Cloud Robots are Adaptive Systems  
(MAPE Loop) 

31 

Sensors 

Actuators 

Measure 

Analyze 

Plan 

Execute 

Robot Software 

Elastic Architecture 
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32 

Cloud Robots are Multi-Adaptive Systems  

Sensors 

Actuators 

Robot Software 

Measure 

Analyze 

Plan 

Execute 
Sensors 

Actuators 

Elastic Architecture 
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Cloud Robots are Context-Adaptive Systems 

33 

Robot 

Environment (Context, World Model) 

Measure 

Analyze 

Plan 

Execute 

Sensors 

Actuators 

Sensors 

Actuators 

Sensors 

Software 

Elastic Architecture 
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SMAG Application 

The Solution:  
Smart Applications on Smart App Grid Infrastructure 

34 

Real  
world  

context 
Context 

Sensor Layer 
[Environmental sensing] 

Inference Layer 
[Interpretation and knowledge generation] 

Adaption Layer 
[Decision making and adaption execution] 

SMAG Runtime Environment 
[Execution] 

App Component A App Component 
B 

App 
Component C 



4. A Killer App for Cloud Robots:  
Donut Production in „Nachtsprung“ 
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Donuts Should be Individual.... 

And the Topping 
Makes the 
Difference 
 

Slide 36 of 19 
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Situation Today 

-  Mass production 

-  No individual 
configuration 

-  No fast, 
individualized 
production 

-  No „Nachtsprung“ 

Slide 37 of 19 
 

https://www.flickr.com/photos/jeades/
2383525381/ 
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Configuring in the 
evening 

Producing in the 
night 

Shipping in the early 
morning 
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Donut Industry-4.0: Pulling Individual Donuts out in 
Nachtsprung 

Server 

 
Web Configurator 

Customer A 

Customer B  
Web Configurator 

SALoOM CCB-2.0 https://www.flickr.com/photos/soso__1991/7179199134/ 
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Individualization Manufactures 
Individual 
Logistics 
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Industry-4.0: Economic Consequences 

Server 

 
Web Application 

Customer A 

Customer B  
Web Application 

Any 
Indivi-

dualized 
product 

Amazon  
2.0 
 
 

https://www.flickr.com/photos/ideonexus/7311856946/ 
https://www.flickr.com/photos/ideonexus/7311859510  
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Industry-4.0:  
Cloud Robots Produce Things in Workflows 

40 

Motor 
Control Actuators Move motor 

of head 
Move motor of 

leg  

Moving Stand up Run  

Color Donut Ship Donut Tasks 

Bake Donut Chocolatize 
Donut Color Donut Pack Donut Ship Donut 
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•  Embedded System: machines, robots, presses, transport 
systems 

•  CPS: Autonomous control of the factory 
•  Self assembly of the products 
•  Autonomous control of logistics 
•  Pull of products instead of push 

Industrie-4.0 (Smart Factory) with CPS 

PD: http://commons.wikimedia.org/wiki/File:Mail_sorting_assembly_line.jpg 
Kozuch CCBYSA-2.0 http://commons.wikimedia.org/wiki/
File:Factory_Automation_Robotics_Palettizing_Bread.jpg?uselang=de 
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•  Embedded System: Railcabs are autonomous train cars 
(Paderborn) 

•  CPS: Optimization of the German logistics 

Smart Traffic/Transport/Logistics mit CPS 

http://www.railcab.de  
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•  All domains in transport, logistics, assembly, housing, cities 
will change 

•  Nothing will stay as it is 
•  All engineering disciplines will change until 2020 

The Revolution of CPS 

So far: 
 
 

Miniaturization of the  
world in the computer 

 
To make decisions 

about it 
 

With CPS: 
 

All objects of the real world  
have dual reality 

 
Control of the place of things 

 in space and time 



7. Big Data, CPS and the  
5G Lab Germany 
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Smart Apps are important for CPS 
• Otherwise no adaptive behavior 

Smart Apps rely on real-time big data 
• World models with real-time data analytics 

required 
• Latency requirements < 1ms 

Smart Apps adapt to real-time big data 
• New software languages with roles and contexts 

Observations 



Fakultät Informatik Institut Software- und Multimediatechnik, Lehrstuhl Softwaretechnologie 

5G – “Massive” Requirements 

S
ta
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f 
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Massive safety and security 

5G 
 

The Tactile 
Internet 

Massive  low latency 

Massive throughput 

Massive sensing 

Massive resilience 

Massive fractal heterogenity 
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5G Research on four Tracks 

47 

Mobile edge cloud 

Dresden		
5G	Lab	

Tactile Internet applications 

Second Conference 
Sept-24 2015   
in Dresden 
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5G Lab Members 

48 

G. Fettweis 
Wireless 

Communication 

E. Jorswieck 
Information 

Theory 

F. Ellinger 
RFIC Design 

L. Urbas 
Human-Machine-

Interfaces 

C. Baier 
Formal 

Methods 

E. Altinsoy 
Audio & Haptic 

Engineering 

W.  Lehner 
Databases 

W. Nagel 
Big Data 
and HPC 

C. Fetzer 
Resilience  
and Safety 

F. Fitzek 
Communication 

and Storage 

R. Schüffny 
SoC Integration 

T. Strufe 
Privacy  

and Security 

K. Janschek 
Automation 

H. Härtig 
Operating 
Systems 

U. Aßmann 
Software 

Engineering 

D. Plettemeier 
RF Engineering 

 

M. Schröter 
Electronic Devices & 
Integrated Circuits 

 

S. Santini 
Wireless Sensor 

Networks 
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Have Fun with CPS 

Roy Niswanger CCBY2.0 https://www.flickr.com/photos/motleypixel/4784478824 
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•  NAOText, a domain-specific role-based language for robots 
•  http://www.qualitune.org/?page_id=453  
•  Götz, S., Leuthäuser, M., Reimann, J., Schroeter, J., Wende, 

C., Wilke, C., Aßmann, U.: A Role-based Language for 
Collaborative Robot Applications. In: Proceedings of 1st 
ISoLA Workshop on Software Aspects of Robotic Systems 
(ISoLA SARS'11). 

•  Smart Apps (SMAPPs) and Smart Application Grids (SMAGs) 
•  Under development by Christian Piechnick 
•  C. Piechinick, S. Richly, S. Götz, C. Wilke, U. Aßmann. Using 

Role-Based Composition to Support Unanticipated, Dynamic 
Adaptation – Smart Application Grids. Adaptive and Self-
adaptive Systems and Applications (Adaptive 2012) Pr
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The Languages 
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Literature 

•  Martin Franke, Christoph Seidl, and Thomas Schlegel. A 
Seamless Integration, Semantic Middleware for Cyber-
Physical Systems. In Proceedings of the 10th International 
Conference on Networking, Sensing and Control, ICNSC'13, 
2013.  

•  Christoph Seidl and Uwe Aßmann. Towards Modeling and 
Analyzing Variability in Evolving Software Ecosystems. In 
Proceedings of the 7th International Workshop on Variability 
Modelling of Software-intensive Systems (VaMoS), VaMoS'13, 
2013. 

•  Georg Püschel, Sebastian Götz, Claas Wilke, and Uwe 
Aßmann. Towards  systematic model-based testing of self-
adaptive systems. In Proceedings  of The Fifth International 
Conference on Adaptive and Self-Adaptive Systems and 
Applications (ADAPTIVE), 2013. 
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Slide 52 

www.resubic.org  www.qualitune.org  www.5Glab.de 

Thank You! 

uwe.assmann@tu-dresden.de 
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